Incident Response Tools

MRTG (MyMOREnet)
Netflow (MyMOREnet)

SecCheck
http://www.mynetwatchman.com/tools/sc/

Nmap
http://insecure.org/nmap/download.html|
Wireshark (formerly Ethereal)
http://www.wireshark.org/

Online Tools

Malware Help.Org
http://www.malwarehelp.org/
Online Virus Scanner Links
http://windowsxp.mvps.org/Scanners.htm
Windows Live OneCare
http://onecare.live.com/site/en-us/default.htm
Panda ActiveScan
http://www.pandasoftware.com/products/ActiveScan.htm
Kaspersky Online Virus Scanner
http://www.kaspersky.com/virusscanner
Kaspersky Online File Scanner
http://www.kaspersky.com/scanforvirus
Trend Micro Housecall
http://housecall.trendmicro.com/
Trend Micro Anti-Spyware
http://www.trendmicro.com/spyware-scan/
SpamCop
http://www.spamcop.net
DNS Stuff
http://www.dnsstuff.com

Malware Detection/Removal

Stopbadware.org (website)
http://www.stopbadware.org

Site Advisor
http://www.siteadvisor.com/download/ie.html

| Am Not A Geek (website)
http://www.iamnotageek.com

Spybot Search and Destroy
http://www.safer-networking.org/en/index.html



http://www.mynetwatchman.com/tools/sc/
http://insecure.org/nmap/download.html
http://www.wireshark.org/
http://www.malwarehelp.org/
http://windowsxp.mvps.org/Scanners.htm
http://onecare.live.com/site/en-us/default.htm
http://www.pandasoftware.com/products/ActiveScan.htm
http://www.kaspersky.com/virusscanner
http://www.kaspersky.com/scanforvirus
http://housecall.trendmicro.com/
http://www.trendmicro.com/spyware-scan/
http://www.spamcop.net/
http://www.dnsstuff.com/
http://www.stopbadware.org/
http://www.siteadvisor.com/download/ie.html
http://www.iamnotageek.com/
http://www.safer-networking.org/en/index.html

Ad-Aware
http://www.lavasoftusa.com/products/ad-aware _se personal.php
MS Malicious Software Removal Tool
http://www.microsoft.com/security/malwareremove/default. mspx



http://www.lavasoftusa.com/products/ad-aware_se_personal.php
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